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Moonshot & Assent update 



Agenda 

»Brief introduction to Moonshot and Assent 

 

»National AAAI Pathfinder project 

 

»Liberate 

 

»The first public demonstration of Moonshot for Mac! 
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Three re-heated presentations and a dodgy demo 



Federated access beyond the web 
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Why?  

»You’ve heard of eduroam 

› Federated network access with RADIUS 

»You’ve heard of the UK Access Management 
Federation 

› Federated web access with SAML 

»Now we have Assent 

› Builds on RADIUS & SAML infrastructure 

› Operational for two years 

› Strategic aspiration to establish Assent as a single 
solution for trust & identity 

 

 



Federated access beyond the web 
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The scenario 

»User Paul Jones, biologist, Oxford University 

› Collaborates with research centres in Harwell, 
Cambridge, Berlin, Boston 

»Has to remember ≥5 sets of usernames + passwords 

› Various requirements (length, complexity) 

› Easiest to remember: Writes them down 

»Wouldn’t it be nice if there was only one set? 

»With Moonshot (and Assent), that’s quite possible! 
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How does Moonshot work? 
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The simple version 

The Jisc Moonshot Primer – Jisc – Online Training 



How does Moonshot work? 
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The complete version 

The Jisc Moonshot Primer – Jisc – Online Training 



Moonshot key benefits (1) 

»For users 
› One credential, and one way to authenticate, to many 

services 
»For service providers 
› Obtain authentication and authorisation data for non-local 

users without incurring burdensome identity or trust 
management issues 

»For institutions 
› Leverage existing identity management systems to enable 

user access to more services 
»For application developers 
› Use industry standard APIs to use Moonshot technology 
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Moonshot key benefits (2) 

»For trust infrastructure providers 

› A single infrastructure supporting many different trust 
communities having varied policy requirements 

› Agnostic with respect to credential technologies, both 
for users and systems 

› Enables scalable and dynamic trust systems, owing to 
use of routing-based concepts to manage transitivity of 
trust relationships 
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Moonshot 

»Linux 

› RHEL family 6, 7 

› Debian family 7, 8,  

› Ubuntu 12.x, 14.x 

› More under consideration 

»Windows 

› Windows 7 - 10 

»Mac OS X coming very soon! 

› See demo 
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Supported platforms 
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Assent 
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What is Assent? 

»Assent is not a fancy name for Moonshot 

»Assent is the Jisc Trust Router service 

»21 member organisations 
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Assent 
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What does Assent do? 

»Assent provides the trust fabric 

› You trust Assent 

› Someone else does too 

› Assent can introduce you 
two to each other 

»Managed through web portal 

»Federated, of course 

Moonshot and Assent – One year on: Successes and Challenges – TNC 2016, Prague 



Case studies 

» Initial pilot participant, very enthusiastic 

» Remote beamline access via SSH, NX, the web 

» Linking accounts in AD with specific attribute 

» Integrating with Apereo CAS 

» Planning initial connections with: 

› Department of Structural Biology, University of Oxford 
– Electron microscope + beamline console access 

› UCL, Imperial College London, Science & Technology Facilities Council 
– SCARF computing cluster 

› University of Manchester 
– Diamond & Manchester Collaboration 
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Diamond Light Source 
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Case studies 

» e-Infrastructure provider in the UK 

» Safe Share project: Sanger, Francis Crick, EMBL-EBI, Queen Mary, UCL, 
Kings College 

» Pilots: 

› HPC – Universities of Leeds, Manchester, Sheffield 
– Accessing N8 cluster using home credentials 

› VDI – University of Swansea 
– OpenStack: In progress 

› eMedLab – Accessing datasets with home credentials 
– OpenStack: Administering *and* accessing with Moonshot 
– Leading to other pilots with Swansea (CLIMB) and Oxford 

› Oxford – University of Oxford’s medical sciences 
– Proving concept method of secure non-web auth to data sets 
– Using eMedLab to demo secure access to owners of live data set repos 
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FARR Institute 
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Current members 

Cardiff University 
Coleg Sir Gar 
Diamond Light Source Ltd 
eMedLab (The Francis Crick 
Institute) 
Genome Research Limited 
Health e-Research Centre (The 
University of Manchester) 
London Metropolitan University 
London School of Hygiene and 
Tropical Medicine 
Loughborough University 
Queen Mary University of London 
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As of September 2017 

Science and Technology Facilities 

Council 

Swansea University 

The Francis Crick Institute 

The University of Manchester 

University of Bath 

University of Cambridge 

University of Durham 

University of Edinburgh 

University of Glasgow 

University of Leeds 

University of Sheffield 

 


