Using RIPE atlas probes to debug
network problems Qs

Measurements using RIPE ATLAS probes helped
debug network problems during QMUL's HPC
move to Slough

Christopher J. Walker
C.J.Walker@gmul.ac.uk

‘a_@_s’ Queen Mary

University of London



Overview

* Motivation
* Slough network

* RIPE Atlas
* RIPE
* Probes
* Comparison with Perfsonar

* Problems we faced

* Dropped connections

* High Ping time
* Asymmetric or different IPv4/IPv6 routes
' Conclusions



Motivation

* Before move to Slough
* Is the networking to Slough working?
* |IPv4 and IPv6
* After move

* Connection issues to HPC
* Dropped connections
* Latency spikes

* How RIPE Atlas monitoring helped



Slough <« QMUL network

* .3 link to Janet

*L2 link to QMUL
* Backups
* Hosted service
(virtually at milew smse. N
end) Iy




Ripe ATLAS

* https://Atlas.ripe.net

* Janet
* 30 Active probes (green)
* 3 Disconnected (yellow)
* 12 Abandoned (red)

 Bandwidth measurement a
“non goal”



Ripe ATLAS Worldwide Network

* Global Network
* 10017 probes
e 284 anchors °,

*“The UK and Europe(‘,d
generally are |
saturated with probes
from a RIPE
perspective.

* Targeting less well
connected areas of
the world now.”




RIPE Probes

* Probes

@ . RIPENCC

e Anchors
e Janet now host an anchor




Comparison with Perfsonar

* Both
* Latency
* API

* Perfsonar

* Bandwidth — an explicit non-goal of RIPE Atlas
* Latency — similar objectives to RIPE atlas

* RIPE Atlas

* More widely deployed
* Extract data via JSON
* "Free”



Original Probe

' Test IPv6 connectivity for GridPP cluster

I RIPE probe easy to deploy
' March 2013



Slough Move

* Pre move
* Link seems stable

* After move
* High Ping times to Slough
* Dropped SSH connections



Long Ping times to Slough

° It
* Min 3.319 ms
* Avg 27.903 ms
* Max 457.216 ms (to US and back 4 times!!!!)
* mdev 65.391 ms
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Dropped ssh Connections

 Ssh sessions

* Hang
* Random, but several at once
* 1h timeout for inactive connections (known)
* Active connections affected
* [ssue with our new firewall?

* Ssh to Slough via CERN

* Ssh - Cern (screen) — Slough

* Screen session at CERN running fine
* Problem therefore QMUL —> CERN, not Slough



Firewall fixes

* Firmware updates

e State table increased In size
* Note that stateful connections (like ssh) particularly
vulnerable to this issue



IPv6 Reachabillity

= i AL



Screenshot

https://atlas.ripe.net/probes/24658/#
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Debugging Latency oddities

* Ping to nl-ams-as3333.anchors.atlas.ripe.net
- IPv4: 11.3ms
- IPv6: 7.5ms

- Why are they different?
* Routing perhaps?



IPV6 routing - symmetric

2a01:56¢1:310:201:c66e:1fff:feSb  Oms 2a01:56¢1:310:201:.c66e:1fff.feS5b  7.422ms
:cae8 :cae8

2a01:56¢1:310:201::2 1.274ms

2a01:56¢1:360:401::3 1.382ms 2a01:56c¢1:360:200::3 8.442ms
2a01:56¢1:360:400::1 1.442ms 2001:630:0:9001::62 8.05ms
2001:630:0:9001::61 0.785ms

ae24.londpg-sbr2.ja.net 1.395ms ae24.sloudc-banl.ja.net 7.347ms
ae29.londhx-sbrl.ja.net 1.84ms  ae29.londpg-sbr2.ja.net 15.689ms
janet.mx1.lon.uk.geant2.net 1.827ms janet-gw.mxl1.lon.uk.geant2.net 6.719ms
surfnet-bckp- 11.764m surfnet- 6.662ms
gw.mx1.lon.uk.geant.net S bckp.mx1.lon.uk.geant.net

AEQ0.500.JNRO1.Asd002A.surf.ne 1.486ms
t

* 0 ae2.jnr02.Asd001A.surf.net 1.562ms
gw.ipv6.amsix.telrtr.ripe.net 6.84ms  gw.ipv6.transit.telrtr.ripe.net 1.16ms
nl-ams- 7.623ms nl-ams- Oms

as3333.anchors.atlas.ripe.net as3333.anchors.atlas.ripe.net



|IPv4 Routina

ripeatlasprobeslough.research.its.q Oms ripeatlasprobeslough.research.its.q 11.558ms
mul.ac.uk mul.ac.uk

192.135.232.2 1.144ms

10.65.96.131 1.944ms *

10.65.96.1 1.789ms 0 11.597/ms
146.97.129.97 1.031ms ae25.sloudc-banl.ja.net 11.629ms
ae24.londpg-sbr2.ja.net 1.578ms ae24.sloudc-ban2.ja.net 11.297ms
ae29.londhx-sbrl.ja.net 2.029ms  ae29.londtw-sbr2.ja.net 10.851ms
janet.mx1.lon.uk.geant.net 2.033ms ae23.londtn-sbrl.ja.net 10.703ms
ae0.mxl.ams.nl.geant.net 9.169ms linx-gwl.ja.net 10.927ms

surfnet-gw.mx1.ams.nl.geant.net 9.183ms Idn-s2-rou-1101.UK.eurorings.net  11.656ms

* O rt2-rou-1022.NL.eurorings.net 4.344ms

* O rt2-rou-1041.NL.eurorings.net 6.249ms

nl-ams- 11.459ms asd2-rou-1022.NL.eurorings.net 1.822ms
as3333.anchors.atlas.ripe.net

0 nl-asd2-pice-ir01.kpn.net 2.169ms

gw.transit.telrtr.ripe.net 1.168ms

nl-ams- oms

e SN S S
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ae24.londpg-sbr2.ja.net 1.578ms ae24.sloudc-ban2.ja.net 11.297ms
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Debugging latency oddities
conclusions

* nl-ams-as3333.anchors.atlas.ripe.net
- A RIPE anchor

 March 2017
- IPv4 11.3 ms (asymmetric routing)

- IPv6 7.5ms (Routing symmetric)
- Changed shortly after measurements taken.

« Sept 2017 (this morning)

- IPv4 9.2ms

- IPv6 10.7ms
* Not checked routing



Other interesting things

* https://labs.ripe.net/Members/sandra_bras/intr
oducing-ripe-ncc-educa
(6 Oct)

 World events

- RIPE Atlas: Hurricane Sandy and How the Internet
Routes Around Damage

- Internet Access Disruption In Turkey - July 2016


https://labs.ripe.net/Members/sandra_bras/introducing-ripe-ncc-educa
https://labs.ripe.net/Members/sandra_bras/introducing-ripe-ncc-educa

Fixing Broken probes

*\/3 probes: bad batch of USB

sticks

* Can reinstall on same, or new stick °

* Boot without stick
* Get address via DHCP
* Or IPv6 SLAAC
* | needed to e-mail RIPE to help fix mine

* https://atlas.ripe.net/docs/trouble
shoot-probe-issues/

* https://atlas.ripe.net/results/maps
/network-coverage/?filter=786



Conclusions

* RIPE probe helped locate problem
* Problem with existing network that is now being
traversed to connect to Slough
* Not a problem with the new network

* Buffers filling on network devices monitored
* Simple to deploy
* Small and cheap
* Lots of scope for interesting measurements
* Tim Chown has some



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24

